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funcionamento do DNS
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* Distribuicao de malware
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July 8th, 2008

Dan Kaminsky breaks DNS, massive
multi-vendor patch coming, details
at Black Hat Vegas '08

Posted by Nathan McFeters @ 2:59 pm

Categories: BElack Hat, Black Hat Las Vegas, Complex Attacks, Hackers, Patch
Watch...

Tags: Black Hat, DNS, CERT, Flaw, Mogull...
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It would seem there's a bigger story to that MS08-037 flaw that came out
for Patch Tuesday today.

From Dave Lewis over at the Liguid Matrnix security blog:

Today Dan Kaminsky released a first, as far as [ can recall. A coordinated
patch was released today by Dan Kaminsky of 10 Active that fixes a
vulnerability that apparently exists in all DNS servers.

Unlike other researchers who give up the gory details, Kaminsky took a
wiser path by smiling and nodding. He'll give up the goods at Black Hat in
August. That should give folks enough time to patch their systems.
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July 23rd, 2008

ttack cc:de pubhshed for DNS flaw
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Categories: Arbitrary Code Execution, Botnets, Browsers, Data theft, Exploit code...

Tags: DNS, Exploit, Attack, Flaw, Domain Names...
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The urgency to patch Dan Kaminsky's DNS
cache poisoning vulnerability just went up
a few notches.

Exploit code for the flaw, which allows the
insertion of malicious DNS records into the
” cache of the target nameserver, has been
added to Metasploit, a freely distnbuted
attack/pen-testing tool.

According to Metasploit creator HD Moore (left), who teamed up with
researcher |Jruid to create the exploit, a DNS service has also been created
to assist with the exploit.

[ SEE: Vulnerability disclosure gone awry: Understanding the DNS
debacle ]

The code, available here, takes aim at known deficiencies in the DNS
protocol and common DNS implementations that aid in senous cache
polsoning attacks.

This exploit caches a single malicious host entry into the target
nameserver. By causing the target nameserver to query for random
hostnames at the target domain, the attacker can spoof a response to
the target server including an answer for the query, an authority server
record, and an additional record for that server, causing target
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The Internet
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Ataque leva clientes do Virtua a site
clonado de banco

Golpe permitiu redirecionamento de site do Bradesco e AdSense.
Colunista resume essa e outras noticias de seguranca da semana.
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O fato mais marcante da semana na seguranca da internet brasileira foi a confirmacao de
ataques sofisticados ao provedor de internet Virtua, que permitiram o redirecionamento do site
do Bradesco e do AdSense, do Google, a enderecos maliciosos, com o objetivo de roubar :
dados e instalar um cavalo de troia, respectivamente. E
. , p
Tambem no resumo desta semana: rede do Conficker e ativada para distribuir anti-spyware
fraudulento; Microsoft elimina 20 brechas de seguranca, entre elas a vulnerabilidade no Excel 2
desde fevereiro. F

Se vocé fem alguma duvida sobre sequranca da informacao (antivirus, invasies, cibercrime,
roubo de dados, efc), va até o fim da reportagem e utilize a secao de comentarios. A coluna -
responde perguntas deixadas por leitores todas as quartas-feiras. h
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DNSSEC Support
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v hitp://secspider.cs.ucla.edu/

Deplovment status as of: Tue Nov 24 12:09:02 2009 UTC
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Overview about 26124 secured domains
Count Source Description

22 DNSKEY unreachable and no parent: dead?
2438 DNSKEY unreachable, parent signature found

0 unclassified new entry, DNSKEY retrieved

6957 DNSKEY found but no parent == Secury Entry Point
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128775 DNSKEY found and signed by parent
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E porque nao DNSSEC?
E facil
Melhora a seguranga dos servigcos em linha

Melhora a confiancga dos utilizadores nesses servigos
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* DNSSEC em Portugal

http://www.dnssec.pt

* Secure Domain Name System (DNS) Deployment Guide

http://csrc.nist.gov/publications/nistpubs/800-81/SP800-81.pdf

* Incident Resposnse to Guide to the Kaminsky DNS Cache Poison
Exploit
http://www.team-cymru.org/ReadingRoom/Whitepapers /2008 /kaminsky-cache-poison-ir.pdf

* DNS Spooting by The Man In The Middle

http://www.sans.org/reading room/whitepapers/dns/dns spoofing by the man in the middle 1567?sh
ow=1567.php&cat=dns

* DNSSEC Frequently Asked Questions (and a few Frequently Heard
Myths)

http://www-x.antd.nist.gov/dnssec/faq.html
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