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Dan Kaminsky breaks DNS, massive
multi-vendor patch coming, details
at Black Hat Vegas '08

Posted by Nathan McFeters @ 2:59 pm
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It would seem there's a bigger story to that MS08-037 flaw that came out
for Patch Tuesday today.

From Dave Lewis over at the Liguid Matrnix security blog:

Today Dan Kaminsky released a first, as far as [ can recall. A coordinated
patch was released today by Dan Kaminsky of 10 Active that fixes a
vulnerability that apparently exists in all DNS servers.

Unlike other researchers who give up the gory details, Kaminsky took a
wiser path by smiling and nodding. He'll give up the goods at Black Hat in
August. That should give folks enough time to patch their systems.
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ttack cc:de pubhshed for DNS flaw
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The urgency to patch Dan Kaminsky's DNS
cache poisoning vulnerability just went up
a few notches.

Exploit code for the flaw, which allows the
insertion of malicious DNS records into the
” cache of the target nameserver, has been
added to Metasploit, a freely distnbuted
attack/pen-testing tool.

According to Metasploit creator HD Moore (left), who teamed up with
researcher |Jruid to create the exploit, a DNS service has also been created
to assist with the exploit.

[ SEE: Vulnerability disclosure gone awry: Understanding the DNS
debacle ]

The code, available here, takes aim at known deficiencies in the DNS
protocol and common DNS implementations that aid in senous cache
polsoning attacks.

This exploit caches a single malicious host entry into the target
nameserver. By causing the target nameserver to query for random
hostnames at the target domain, the attacker can spoof a response to
the target server including an answer for the query, an authority server
record, and an additional record for that server, causing target
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