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OL = DC DM C J

* % # ‘0 . 0,

) 14/) ) 0, P *5
6 1 y# )V 4

@ ' #., 0 ( '0 ) % 4 ,

' $)BGG 4) 4 G B

# wget http://www.openssl.org/source/openssl-0.9.8| tar.gz

)< M $ # F 9 O0#* ) 'J4>4K'4 405
) #) 8 B

# ./config --prefix=/usr/ no-shared

# make

# make test

# make install

@ ' #, ‘0 ) N (5) , '
$)BGG 4 4 GB
# wget http://ftp.isc.org/isc/bind9/9.6.1-P1/bind-9 .6.1-P1.tar.gz
)< M $ # * 9 O0O# >404= =4 405
) #) 8 B
# wget http://ftp.isc.org/isc/bind9/9.6.1-P1/bind-9 .6.1-P1.tar.gz
# ./configure --with-openssl --prefix=/usr/local/bi nd-9.6.1-P1 --
sysconfdir=/etc --localstatedir=/var
# make
# make test
# make install
@ )< ' # , 6 # , "1 6
) 6 B
# named -V
BIND 9.6.1-P1 built with '--with-openssl' '--prefix =/usr/local/bind-9.6.1-

P1''--sysconfdir=/etc' '--localstatedir=/var'

BcepTPT 6



x g M # ) , - 14/
6 *) '0 p * 5
1 ) -#') Vo 4
) # 6 ' 5
5# 8 B N ( 4

0 4 # 5) 6 01

Q0 4 4)R $ 0 Q40 4 4B

* oy 7 $ Q40 4 4) RB

$origin zonateste.dnssec.pt.
$TTL 14400 ;4 hours

@ IN SOA nsOl.zonateste.pt. hostmast er(
2009012101  ; serial
14400 ; refresh ( 6 hours)
7200 ; retry (2 hours)
604800 ; expire (3 0 days)
14400 ; minimum ( 4 hours)

)
IN NS  nsOl.zonateste.pt.

IN NS  ns02.zonateste.pt.
IN A 127.0.0.1

! $ Q 4 R )8 15 0 QO 4 4)R
"'0, $ 4)9 1) 4 4)B
' G G 4 # 6 6 # , ' Q #RB
options{
dnssec-enable yes; /A partir da versdo BIND 9+ (ou superior)
dnssec-validation yes; //BIND 9.4+
}

zone "zonateste.dnssec.pt" {
type master;
file "db.zonateste.dnssec.pt"; /[/Normalmente em /var/named/

trusted-keys {

dnssec.pt. 257 3 7 "AWEAAam09sDJIMrgDSNcda9x08a5vti3 K81YbLoWACcZ5VqjQsxtrUCvhe
JMwEKKmok+83kC8BntYwldfmmDpMVILHvISh800Gc2Imth/Valt  1do5v
XbYMwKCQHbOW6Gq+EFto0ZLIkpxSRowF8rLvZ61ePVQacarbgUXuPz7
jbai0TRPNNE3XPiAKVd4r+duUDIBjmF4MDS+0S4hyhOCIna/RGA  IDj+q
4JIBT1ugRUQJzIQRI53U13+WaPfaGblOAyTddUDQZ5M9Bgkgbai  hz14Y
zlImTi8JYhJUXy3KhwGPjBgfpC5XzQvzQVK5Rps7twtnJdrw6DU PP2t6 4FzEV5J/tRM=",

3

ECEET.PT



@ )< Q0 4 4)R ) '0
<) 97 ' 7 1 0 <) B

) 8 0 Q 4 R , B

# named-checkconf —z

I* ) ' , O QO 4 49R Q 4 RB

zone zonateste.dnssec.pt /IN: loaded serial 2009012 101

[UNIX]:# cp db.zonateste.dnssec.pt db.zonateste.dns sec.pt.2009012101

[WINDOWS]: copy db.zonateste.dnssec.pt db.zonateste .dnssec.pt.2009012101
2@

% 0, $ 4) B
[UNIX]:# kill -HUP $(cat /var/named/named.pid)
[WINDOWS]: Control Panel -> Administrative Tools -> Services -> ISC BIND ->

Restart Service

: B

[UNIX]:# named
[WINDOWS]: Control Panel -> Administrative Tools -> Services -> ISC BIND ->
Start Service

&@& $# ) QO 4 4)R4H '$ 8 '
) 6 '0) 2. , =J?E ) . , 2JEKS)
' 6 'O !'D W=9 ) -#' # , >40
) 1) # , 0 4P #0 6 ) # .,
‘0! W =B
8 B
# man dnssec-keygen ou http://www.manpagez.com/man/ 8/dnssec-keygen/
& , $#2. 2 . B
# dnssec-keygen -a NSEC3RSASHAL -b 1024 -n ZONE zon ateste.dnssec.pt
//BIND 9.6+
# dnssec-keygen -a RSASHAL -b 1024 -n ZONE zonatest e.dnssec.pt
I* ) ' , $#2.B

ECEET.PT *



6@

Kzonateste.dnssec.pt.+007+31277

Kzonateste.dnssec.pt.+005+31277

-a algoritmo (para NSEC3 devera ser NSEC3RSASHAL evit
-b tamanho da chave (pode variar consoante o algoritm
RSAMD5/RSASHAL tem de estar entre 512 e 2048 bits.)

-n tipo de nome, devera ser ZONE no caso de ser a cha
(KEY/DNSKEY);

& , $# ... . B

# dnssec-keygen -f KSK -a NSEC3RSASHA1L -b 2048 -n Z
//BIND 9.6+

# dnssec-keygen -f KSK -a RSASHAL -b 2048 -n ZONE z

) ' , $#..B
Kzonateste.dnssec.pt.+007+38193

Kzonateste.dnssec.pt.+005+38193

-f activa a flag KSK (Key Signing Key) DNSKEY;

-a algoritmo (para NSEC3 devera ser NSEC3RSASHAL);
-b tamanho da chave (pode variar consoante o algoritm
-n tipo de nome, devera ser ZONE no caso de ser a cha
(KEY/DNSKEY);

' $# )7 92.
0 Q 40 4 4)R , 6 ‘0

*)ys5"' 7 1 Q?JJ>J=?=J=R)

$origin zonateste.dnssec.pt.

$TTL 14400 ;4 hours

@ IN SOA nsOl.zonateste.pt. hostmast
2009012101 ; serial

14400 ; refresh (
7200 ; retry (2
604800 ; expire (3
14400 ; minimum (

IN NS  nsOl.zonateste.pt.

IN NS  ns02.zonateste.pt.

IN A 127.0.0.1
$include Kzonateste.dnssec.pt.+007+31277 .key ; ZSK
$include Kzonateste.dnssec.pt.+007+38193.key ; KSK

a “zone walking”);
0 utilizado mas para

ve para uma zona DNSSEC

ONE zonateste.dnssec.pt

onateste.dnssec.pt

o utilizado);
ve para uma zona DNSSEC

Q?3J>J=7=J7?RB

er(

6 hours)
hours)

0 days)
4 hours)

inserida a 20090121
inserida a 20090121

ECEET.PT



7@ QO 4 4)R $# 9.. 2. * 8 B

8 B

# man dnssec-signzone http://www.manpagez.com/man/8/dnssec-signzone/

0 QO 4 4)R6 # ') DJ ) )

B
# dnssec-signzone -k Kzonateste.dnssec.pt.+007+3819 3 -0 zonateste.dnssec.pt
-t -3 — -A db.zonateste.dnssec.pt Kzonateste.dnssec .pt.+007+31277
//BIND 9.6+
# dnssec-signzone -k Kzonateste.dnssec.pt.+005+3819 3 -0 zonateste.dnssec.pt
-t db.zonateste.dnssec.pt Kzonateste.dnssec.pt.+005 +31277
-e end-time, especifica a data e hora em que os Resou rce Records RRSIG
gerados irdo expirar, deve-se indicar um tempo abso luto no formato
YYYYMMDDHHMMSS (-e 20091231173000 assinatura valida até 31 de Dezembro de
2009 pelas 17h30m00s). Se nao for especificado o en d-time sera configurado
por defeito a 30 dias a contar a partir do processo de assinatura,
recomendamos que mantenha o formato por defeito par a efectuar pelo menos uma
manutencdo mensal a zona;
-k indica que é uma KSK seguido de Kzonateste.dnssec. pt.+007+38193;
-0 nome original da zona, neste exemplo é zonateste.d nssec.pt;
-t para incluir resultado das estatisticas apés assin atura;
-3 salt (gera a cadeia NSEC3 com o respectivo hex enc oded salt, pode ser
utilizado um — (dash) para indicar que ndo é necess ario utilizar salt na
geracao da cadeia NSEC3;
-A Quando é gerada uma cadeia NSEC3 configura a flag OPTOUT em todos os
Resource Records NSEC3 e ndo sdo gerados RRs NSEC3 para delegacdes ndo
seguras, isto €, que nao se encontrem assinadas;
db.zonateste.dnssec.pt nome do ficheiro de zona;
Kdnssec.pt.+007+31277 especifica que chave deve ser utilizada para assin ara
zona (ZSK);

1 )< B

zonateste.dnssec.pt.signed
Signatures generated: 9
Signatures retained: 0
Signatures dropped: 0

Signatures successfully verified: 0
Signatures unsuccessfully verified: 0

Runtime in seconds: 0.013
Signhatures per second: 681.766
+@N 0 Q0 4 44 R B
) 8 0 : B
# named-checkzone zonateste.dnssec.pt db.zonateste. dnssec.pt.signed

ECEET.PT



Y 0

zone zonateste.dnssec.pt/IN: loaded serial 20090121

@ ' $ ,Q 4 R

6 1 0 QO 4 4)R% B

' 4 Q 40 4 4)R)

zone "zonateste.dnssec.pt" {
type master;
file "db.zonateste.dnssec.pt.signed”;

%

[UNIX]:# kill -HUP $(cat /var/named/named.pid)
[WINDOWS]: Control Panel -> Administrative Tools ->
Restart Service

, B

[UNIX]:# named
[WINDOWS]: Control Panel -> Administrative Tools ->
Start Service

@N * ) #
# dig @localhost zonateste.dnssec.pt SOA +dnssec +m

%) : , 0
) 5 6

zonateste.dnssec.pt. 14400 IN SOA nsO1.z
2009012102 ; serial
14400 ;refres
7200 ; retry
604800 ; expire
14400 ; minimu

)

Zzonateste.dnssec.pt. 14400 IN RRSIG SOA 7
20091001135720 4065
V/aTWiVDi1XKGPEJNij
bjjSvfWG9A/jQNx23tr
65VhHKLSd6BJeTh7Lpm
GZhHvtqoe9W5DUpCZgp

Q 40

QO

02 (signed)

0 ) #

4 44 RB

$ 4B

Services -> ISC BIND ->

Services -> ISC BIND ->

ultiline

4 4R &
B

onateste.pt. hostmaster (

h (4 hours)
(2 hours)
(1 week)
m (4 hours)

2 14400 20091214123000 (

2 dnssec.pt.
kMYsq//DVX503HVFwhyYYdYqT
ajFXEPXfogykbzahjfkPQONJV
WQKg2YYXyAfIRB/GsFI0aTkQk
1ilQ9wpAlajXrxUkC0Zo=))

ECEET.PT



@' # 9 # ) #X_4) ) 6
% 0 4) B

4 # 7 $ Q 0 4 4)R6
6 Q0 4 4) R B

[UNIX]: cat dsset-zonateste.dnssec.pt.
[WINDOWS]: type dsset-zonateste.dnssec.pt.

7 $ Q 0 4 4)RB

zonateste.dnssec.pt. IN DS 38193 7 1 E8014F32288DF4 6357097FDA3FF24907F9E2F4D1
zonateste.dnssec.pt. IN DS 38193 7 2
40E94A1B262E4396A3C8A2FBDAOB35D2BA76C4C23DDB1EEDBADB1C 458C5B3F

L# ) #X 4 ) W=09 1 6 )
) B
zonateste.dnssec.pt. IN DS 38193 7 1 E8014F32288DF4 6357097FDA3FF24907F9E2F4D1

zonateste.dnssec.pt. IN NS ns.teste.pt.
INNS ns2.teste.pt.
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